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System and Method for Managing Computer System 
Resources Using Command Control Vectors 



Inventors: John V. McLain, Jr. 

Damon Cumell 



Field of the Invention 



The present invention is directed to computer system resource 
management and, more particularly, to a system, method and computer program 
product for managing computer system resources using command control vectors. 



Cross-Reference to Other Applications 

This patent application is related to the following commonly owned 
United States Patent Applications: 



1. U.S. Patent Application titled, "System and Method for Emulating 
Telecommunication Network Devices," Serial No. (to be assigned), 
Attomey Docket No. COS-94-027 (1575.1770000), by John V. McLain, 
Jr., and Damon Cumell, filed concurrently herewith; 

2. U.S. Patent Application titled, "System and Method for Performing 
Hybrid Preemptive and Cooperative Multi-Tasking in a Computer 
System," Serial No. (to be assigned), Attomey Docket No. COS-97-032 
(1575.2610000), by John V. McLain, Jr., and Damon Cumell, filed 
concurrently herewith; 

3. U.S. Patent Application titled, "System and Method for Generating 
Responses to Inputs Using a Hybrid State Engine Table," Serial No. (to 
be assigned), Attomey Docket No. COS-97-034 (1575.2630000), by John 
V. McLain, Jr., and Damon Cumell, filed concurrently herewith; 

4. U.S. Patent Application titled, "Method and Apparatus for Emulating a 
Dynamically Configured Digital Cross-Connect Network," Serial No. (to 
be assigned), Attomey Docket No. COS-94-029 (1575.0690000), by John 
V. McLain, Jr., and James Dellinger, filed May 1, 1996; 
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5. U.S. Patent Application titled, "Method and Apparatus for Emulating a 
Digital Cross-Connect Network," Serial No. (to be assigned), Attorney 
Docket No. COS-94-021 (1575.0700000), by John V. McLain, Jr., filed 
May 1, 1996; 

6. U.S. Patent Application titled, "Method and Apparatus for Emulating 
Digital Cross-Coimect Network using a Flexible Topology to Test MCS 
Network Management," Serial No. (to be assigned). Attorney Docket No. 
COS-95-013 (1575.0880000), by John V. McLain, Jr., filed May 1, 1996; 

7. U.S. Patent AppUcation titled, "Method and Apparatus for Emulating a 
Network of State Monitoring Devices," Serial No. (08/672,141), Attomey 
Docket No. COS-94-020, (1575.1010000), by John V. McLain, Jr., filed 
June 27, 1996; 

8. U.S. Patent Application titled, "Method and Apparatus for Simulating 
Multi-Tasking," Serial Number (to be assigned), Attomey Docket No. 
COS-94-030, by John V. McLain, Jr.; 

9. U.S. Patent Application titled, "System, Method and Computer Program 
product for Digital Cross Connect Testing," Serial Number (to be 
assigned), Attomey Docket No. COS-96-006, (1575.1710000), by John 
V. McLain, Jr. and Dale W. Harris, filed December 30, 1996; and 

10. U.S. Patent Application titled, "Digital Cross Connect Command Script 
Generator," Serial Number 08/774,651, Attomey Docket No. COS-96- 
042, by John V, McLain, Jr., filed December 31, 1996. 

The above-listed applications are incorporated herein by reference in their 
entireties. 



Related Art 



In computer applications such as, for example, telecommunication 
network device emulation applications, different tasks or processes often refer the 
same set of instructions in a method object to process tasks. Method objects can 
be, for example, a state engine table or a script. Typically, a separate copy of a 
method object is provided for each task or process. Where many processes refer 
to the same method object, such as for example, in a telecommunications network 
device emulator application, tens or hundreds of copies of the same method 
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object may have to be provided. These copies take up considerable amounts of 
physical memory and communication overhead. 

In multi-tasking systems, one or more processors alternate between 
processing different tasks. Typical multi-tasking systems employ preemptive 
5 time-slice processing v^here tasks are automatically interrupted after a 

predetermined period of time or after a specific instruction type. At some later 
point in time, processing of the task resumes, preferably from where it was 
interrupted. 

In order to resume processing from where a task was interrupted, a 
10 pointer can be maintained for each task to identify a position within the copy of 

O the method object associated with the task. When a task is interrupted by the 

^ multi-tasking system, the pointer maintains the current position within the copy 

if of tiie method object. When processing of the task resumes, the pointer identifies 

m the next instruction to execute v^thin the method object, 

^15 When a process is interrupted there are typically one or more temporary 

f values stored in registers that must be saved for when processing resumes. Thus, 

ry in addition to a pointer that points to a position within a method object, each task 

typically includes one or more additional pointers that point to temporary 
"0 variables stored in memory. When processing of an interrupted task resumes, 

20 these pointers are used to retrieve the temporary variables. 

Where there are tens, hundreds and perhaps thousands of current 
processes or tasks being multi-tasked, such as in, for example, a 
telecommunications network device emulator, management of separate copies of 
method objects for each process or task and management of multiple pointers for 
25 each process or task becomes a process that consumes considerable memory CPU 

and disk space. 

What is needed, is a system, method and computer program product for 
multi-tasking that reduces the number of copies of method objects required for 
processing tasks and that combines all pointers and data objects associated with 
30 a task into a single command control vector. 
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Summary of the Invention 



The present invention is a system, method and computer program product 
for processing multiple tasks using a single copy of a method object and for 
combining all pointers and data associated with a task into a single command 
control vector. In one embodiment, the present invention is implemented as an 
integral part of a hybrid preemptive and cooperative multi-tasking system. 

The present invention employs a command response manager to manage 
a queue of complex pointers or command control vectors (CCVs). A separate 
CCV is generated for each session thread. Each CCV points to one or more 
method objects that are used to process tasks. Each CCV maintains a variety of 
data associated with its thread such as, for example, status information and 
pointers that identify memory objects such as command response tables and 
scripts and pointers that identify data objects that store data associated with 
execution of a method object. Multiple CCVs can point to the same method 
object. Thus, only a single copy of a method object needs to be placed into 
physical memory. Each CCV can identify a separate data object for storing data 
for the respective CCV. 

In one embodiment, each CCV points to a command response table 
method object that includes a variety of responses for a variety of inputs. A 
command response table can mclude instructions that invoke a script. Where a 
command response table includes a script invocation, a CCV that points to the 
command response table mcludes a field for pointing to the invoked script, a field 
for pointing to a particular offset within the script and a field for pointing to a 
temporary data object provided for storing data associated with execution of the 

script for the CCV. 

Further features and advantages of the present invention, as well as the 
structure and operation of various embodiments of the present invention, are 
described in detail below with references to the following drawings. 



MCI Ref: COS-97-033 
SKG&F Ref: 1575.2620000 



Brief Description of the Figures 

The present invention will be described with reference to the 
accompanying figures, wherein: 

FIG. 1 is a high level block diagram of a telecommunications network 
device (TND) emulator coupled to a network control system; 

FIG. 2 is a block diagram illustrating the logical components and 
databases of the TND emulator of FIG. 1; 

FIG. 3 is a process flowchart illustrating the process performed by a 
hybrid preemptive and cooperative multi-tasking system manager; 

FIG. 4 is a process flowchart illustratmg a set of four preferred tasks 
performed by multi-tasking system manager; 

FIG. 5 is a process flowchart illustrating the process performed by the 
network interface of FIG. 2; 

FIG. 6 is a process flowchart illustrating the process performed by the 
command response manager of FIG. 2; 

FIG. 7 is a process flowchart illustrating the process performed by the 
script interpreter of FIG. 2; 

FIG. 8 is a process flowchart illustrating the process performed by the 
database manager; 

FIG. 9 illustrates a command control vector for maintaining pointers and 
data associated with in input command; 

FIG. 10 illustrates a command control vector queue maintained by the 
command response manager of FIG. 2; 

FIG. 1 1 illustrates vktual objects formed by a single copy of a data object 
that is shared by multiple command control vectors and by data segments that are 
associated with individual command control vectors; 

FIG. 12 contains Tables 1-5, illustrating sample data tables for 
configuration database 226 and log database files 228; 

FIG. 1 3 illustrates a view of a main window of a TND emulator; 
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FIG. 14 illustrates one format of a command response table; 

FIG. 15 is block diagram of a hybrid preemptive/cooperative multi- 
tasking system manager; and 

FIG. 16 is a block diagram of a computer system on which the present 
5 invention can be implemented. 

The present invention will now be described with reference to the 
accompanying drawings. In the drawings, like reference numbers typically 
indicate identical or functionally similar elements. Additionally, the left-most 
digit(s) of a reference number typically identifies the drawing in which the 
1 0 reference number first appears. 
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Detailed Description of the Preferred Embodiments 
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/, Network Emulator Overview 



The present invention provides a computer-implemented method and 
apparatus for emulating a telecommunications network by simultaneously 
emulating multiple independent activities normally performed by multiple 
5 network devices in a telecommtinications network. The system provides both 

script and non-script responses to a control system. Script responses preferably 
work in conjunction with databases that contain data from actual network devices 
to generate realistic responses. The system, method and computer program 
product can employ a simulated multi-tasking controller to perform internal 
Q 0 processes in apparent parallel. 

IL Network Emulator Architecture 

h In one embodiment, a telecommunication network device (TND) emulator 

J\ is implemented in software on a standard IBM-compatible PC, with a 386 or 

W better microprocessor. However, one skilled in the art will realize that a TND 

5l 5 emulator could also be implemented through hardware, software, firmware or any 

combination thereof. 

Referring to FIG. 1, a high-level block diagram is provided in which a 
control system 116 is coupled to a TND emulator 126 via an interface network 
114. Control system 1 16 is preferably implemented on a computer 110 that can 
20 be, for example, a Digital Equipment Corporation (DEC) platform such as a 

VAX, an Alpha mid-range or an IBM RS/6000. Any other suitable computer can 
be employed as well. 

TND emulator 126 can be implemented on a conventional personal 
computer platform or PC 1 1 2. TND emulator 1 26 tests control system 1 1 6 xmder 
25 realistic network conditions by emulating up to thousands of network devices. 

Interface network 114 can employ an X.25 communications protocol, 
which is a common protocol for telecommunications network operations and 
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control. X.25 network 114 can be an actual X.25 network, as is used in 
production environment, or it can be a direct cable link. Alternatively, any other 
suitable protocol can be used. 

Control system computer 110 includes an interface card 118 for 
5 interfacing with interface network 114. Where interface network 1 14 employs 

an X.25 protocol, and where control system computer 1 10 is a DEC computer, 
interface card 118 is preferably an X.25 card designed for a DEC platform. 
Preferably, interface card 118 is modular so that other protocols can be 
substituted if necessary. 
10 Interface card 118 works in conjunction with X.25 communications 

O software 120. Where control system computer 1 10 is a DEC platform, and where 

X.25 communications protocol is employed, X,25 communications software is 
preferably a PSI package manufactured by DEC. 
^ A network management interface (NMI) 122 and a network object 

A 5 communications interface (NOCISS) 124 support communications between 

M control system 116 and TND emulator 126. Use of these can vary with 

configurations of the control system and the testing environment, 
^ PC 112 includes an interface card 128 for interfacing with interface 

S| network 114. Where interface network 114 employs an X.25 protocol, interface 

20 card 128 is preferably an X.25 card designed for a PC platform. Preferably, 

interface card 128 is modular so that other protocols can be substituted if 
necessary. Interface card 128 works in conjimction with X.25 communications 
software 130. SoflAvare 130 can be stored in a memory of PC 1 12. 

Referring to FIG. 2, TND emulator 126 includes a variety of modules. A 
25 network interface 212 module provides communications between TND emulator 

126 and control system 1 10. A user interface module 214 receives user inputs and 
provides user ou^uts. A command response manager module 216 reads control 
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system commands and generates responses. A script interpreter module 218 
executes scripts. Details of each module and associated databases are provided 
below. 

In one embodiment, TND emulator 126 includes a hybrid preemptive and 
5 cooperative multi-tasking controller 127 (system manager 127), for controlling 

processes of the various modules in apparent parallel. Multi-tasking controller 
127 can be programmed into the code of TND emulator 112. Altematively, 
multi-tasking controller 127 can be implemented as an independent module that 
operates in conjunction with an existing operating system. Alternatively, multi- 
10 tasking controller 127 can be implemented as an integral part of an operating 

O system. 

S Under control of multi-tasking controller 127, TND emulator 112 can 

^ communicate with control system 110, accept user input via user interface 214, 

^ provide output to the user's monitor via user interface 214, execute scripts, read 

^5 commands, formulate responses, and perform database functions, apparently 

simultaneously and without any perceived interruption to any process. TND 
emulator 112 can also perform these functions for multiple logical connections 
^ (communications sessions) with control system 110, in emulation of multiple 

%J network devices ruiming in parallel. 

20 A. Network Interface 



Network interface 212 is responsible for communications with control 
system 110. Network interface 212 can respond to low-level protocol and 
provides a default protocol response when necessary. Network interface 212 
conducts multiple conversations, preferably via X.25. Network interface 212 logs 
25 inbound and outbound messages, responds to all unsolicited inbound messages 

and controls network interface X,25 conversation until either a protocol interrupt 
or data-block arrives. 
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When network interface 212 receives one of these events, the event is 
queued for command response manager 216 processing. Network interface 212 
then suspends the X.25 session and performs no other operations until command 
response manager 216 generates a response or until an unsolicited message is 
5 received. Network interface 212 updates a display window (not shown) with 

status of each session, immediately after a message is received or transmitted. 

B, User Interface 

TND emulator 126 can run on a standard PC 1 12 and utilize conventional 
a means for user input and output such as a mouse, keyboard, and monitor. User 

TAO interface 214 handles interactions between computer 112 and various user 

^ interface devices. User interface 214 includes a variety of drivers and software 

for supporting user interaction. 

FIG. 13 illustrates a view of a main window of TND emulator 112. User 
interface 214 controls user displays and user interaction. User interface 214 
Ji| 5 handles displays for script databases and log files, controls a screen-saver feature 

and controls real-time display. 

C Database Manager 

Database manager 220 manages a variety of databases that are employed 
by TND emulator 126. Databases store files for operation and can be maintained 
20 in one or more physical storage devices. Database manager 220 performs 

database functions such as, for example, add, delete, modify and retrieve. 
Database manager 220 also interacts with user interface 214, network interface 
212 and script interpreter 218. 

Database manager 220 is a series of callable routines that can be used to 
25 access and update various system databases. Database manager 220 can be 

developed using Paradox TM 1 .0 engine. Database manager 220 preferably uses 
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a cursor to access and retrieve information from associated databases. The cursor 
can be a work area stored in expanded memory. 

Databases employed by TND emulator 126 preferably include a 
configuration database files 226 for storing configuration data for system 112. 
Data stored in configuration database files 226 identifies each network device that 
is being emulated. Identification includes the type of device and the command 
and response format used for controlling each device. Configuration data be 
received from a control system under test and can include network topology, 
communication addresses, device names and translations. 

Referring to Table 1 of FIG. 12, the data stored in a device type database 
replicates nomenclature used for devices in a network. The device identification 
of the switches must match information stored in this table for proper 
initialization of the system. Table 2 of FIG. 12 provides a cross-reference of 
device types and device identifications. For example, if a DEX600E switch is to 
be emulated, the device type field must be set to a "6". 

TND emulator 126 preferably includes log database files 228 containing 
a communications log for storing messages sent and received by the TND 
emulator. A sample communications log is shown in Table 4 of FIG. 12. Log 
database 228 also includes a trace log for reporting errors and system status. The 
trace log can be a circular file of records. A sample trace log is shown in Table 
3 of FIG. 12. 

Referring to Table 5 of FIG. 12, TND emulator 126 preferably employs 
a cross-reference database to allow each device configured in a database to have 
its own set of tables. There can be 20 or more tables per device in such a file. 
Scripts, however, are generic. In order to maintain the generalities of the scripts, 
this table allows scripts to access tables belonging to a device using a generic 
name. Thus, the same script can be executed by many different devices with any 
modification to the script. A script acts on a table using the finance identification 
of the device executing the script and generic table name declared by its cursor. 
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This information is passed to database manager 220 when a script requests access 
to a table. The actual table name is invisible to the script. 

The above-method is preferred because DOS can only handle eleven 
character filenames. Paradox TM reserves three characters (the file extension) for 
its naming convention so only eight characters remain for use as an actual table 
name. Database manager 220 controls generation of unique DOS filenames and 
uses this name to access, retrieve and update tables as requested by scripts. For 
example, database manager 220 could use a file naming convention of 
RN Fxxxx, where xxxx is a numeric sequence ranging fi-om 0000 to 9999. 

TND emulator 126 preferably can employ a script database 230 for storing 
data for script execution. This data reflects data tables that are maintained in 
actual network devices. 

In operation, when a process needs data fi-om a database, a request is sent 
to database manager 220 using a cursor. Database manager 220 processes the 
request and returns the cursor populated with data extracted from the database. 

On initialization, database manager 220 loads configuration from a 
configuration database 226 into a globally accessible area of memory. Database 
manager 220 computes the number of sessions configured. After session 
computation, database manager 220 verifies existence of a trace log and 
communication log. If neither log file exists, database manager 220 allocates and 
initializes them. 

When log file verification is complete, database manager 220 checks the 
validity of contents of the switch table names to the DOS file names cross 
reference data base. The cross-reference data base is reconciled to insure that all 
tables for each switch type are identified. When tables cannot be found for a 
defined switch, new tables can be propagated from a like-switch type. 

D. Command Response Manager 
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Command response manager 216 facilitates emulation of real switches in 
a network. Command response manager 216 reads control system commands and 
generates appropriate responses. Command response manager 216 is responsible 
for session control, reading control system commands and formulating responses. 
All commands sent from control system 1 16 are initially processed by command 
response manager 216. Commands can be device-specific instructions that would 
normally be handled by a network device. Commands are not to be confused 
v^th protocol, which is handled by network interface 212. 

Command response manager 216 employs one or more command 
response tables stored in command response table database 222, Command 
response tables can call loadable script files from loadable script file database 
224. Databases 222 and 224 provide input to command response manager 216 
and do not require extensive management. Additional details of command 
response tables are provided below. 

Command response manager 216 employs command control vectors 
(CC Vs) to control processing of input messages, which can include generation of 
responses to input messages. Command response manager 216 allocates a CCV 
for each input command to be processed. The CCV contains session status 
information, a bxiffer and pointer into a command response table. CCVs are 
described more fully below. 

CCVs can be generated upon system initialization or dynamically, as 
needed. In a network emulation environment, a predetermined number of CCVs 
are preferably allocated at initialization rather than generated dynamically. This 
is because network device emulators typically conduct communications wdth tens 
or hundreds of devices at a time. Such a communication load can require more 
CCVs than system memory can handle. In a system that dynamically generates 
CCVs, when there is insufficient memory to generate the necessary number of 
CCVs, a system anomaly can result. However, in a system that generates a 
predetermined number of CCVs, the system is never presented v^th the dilemma 
of generating a CCV for which there is insufficient memory. Although the system 
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might conceivably run out of CCVs for handling input messages, that is 
preferable to a system anomaly. 

When a message is received from control system 110, network interface 
212 places a service request in a message queue of command response manager 
5 216. When command response manager 216 is invoked, possibly by a multi- 

tasking controller or operating system, command response manager 216 reads the 
message queue and begins processing. The message queue contains session and 
protocol information and a pointer to a message buffer. Command response 
manager 216, using session information stored in the process request, selects an 
1 0 appropriate CC V and begins message generation. The process is described more 

O fixlly below^. 

L Command Response Tables 

Command response tables are used to generate multiple levels of 
1^ responses to inputs. In one embodiment, command response tables provide up 

3 5 to three levels of responses including simple, unintelligent responses; intelligent 

responses using simple commands; and detailed logical responses. Detailed 
xJ logical responses can be provided through script invocations. 

Command response tables can be thought of as a large table containing 
selection criteria used to parse an in-bound message and take a specific action. 
20 Put in programmatic terms, a command response table is a large case statement. 

Command response tables provide a sequence of events. Once a sequence of 
events is established, it will always be followed in the same manner. Command 
response tables are preferably pre-loaded into memory so that command response 
manager 216 can quickly search the table and generate a response. 
25 Referring to FIG. 14, a sample format of a command response table entry 

1410 is provided. Each entry 1410 includes an entry field 1412 containing a 
unique identifying number. A command field 1414 identifies a particular 
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command that can be received by TND emulator 126. A response field 1416 
provides an appropriate response for the command identified in field 1414. 

Each entry 1410 can also include a number of additional field such as, for 
example, a next response field 141 8, a next command field 1420, a next condition 
5 field 1422, a repeat field 1424 and a delay field 1426. Additional fields 1418- 

1426 are described more fully below. 

Command response manager 216 uses a message pointer to determine 
which entry will control response generation. The message pointer can be part 
of a command control vector. On initialization, the message pointer is positioned 
10 at the first entry in a command response table. When a command is received 

D from network interface 212, a command column containing command fields 1414 

^£ is searched for a match. If the command is found in the command column, 

^ command response manager 216 takes action as indicated by an associated 

ffl response field 1416. 

5 Actions can include a first level of response for unintelligently responding 

1^ to certain inputs, a second level of response for intelligently responding to certain 

inputs using simple commands and a third level of response for providing 
S detailed logical responses by invoking a script. 

Q For simple, unintelligent responses, command response tables provide 

20 quick responses and fast implementation. For example, if the word "hello" is 

received, a simple, unintelligent responses can be "hello." Simple, unintelligent 
response times are typically less than one millisecond when using a 33 MHz 
central processing unit (CPU). 

For a first level simple response, command response manager 216 uses 
25 response field 1 4 1 6 to format a message. Command response manager 2 1 6 then 

calls network interface 212 to transmit the data. Once the transmit is complete, 
command response manager 216 is inactivated until the next request is received. 

For a second level response, the command response table can employ 
simple instructions such as, repeat, delay, message parsing and response. For 
30 example, if the word "hello" is received, a simple instruction can check the time 
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of day and, based upon the time of day, provide a response of "good morning, " 
"good afternoon," or "good evening." 

For a third level response, where the response field of the command 
response table is a script invocation, command response manager 216 preferably 
checks to see if the script is already loaded. If the script is loaded, control is 
passed to script interpreter 218. If the script is not loaded, command response 
manager 216 searches loadable script files 224 for the script. If the script is 
found, the script is loaded and control is passed to script interpreter 218. Script 
interpreter 218 is discussed more fully below. When the script is not found, a 
default response can be transmitted to prevent or reduce anomalies. 

After script interpreter 218 executes the script, script interpreter 218 
updates the command control vector and retums control to command response 
manager 216. After script interpreter 218 retums control to command response 
manager 216, several actions can be taken on the status returned. If the script 
execution failed, command response manager 216 sends a default response and 
retums control to the system manager. If the script issued a request for data, 
command response manager 216 transmits a message buffer and retums control 
to the control system. If the script completed successfully, command response 
manager 2 1 6 transmits a message buffer and retums control to the control system. 
If the script issued request for more time, command response manager 216 
transmits a message buffer if any data is ready and re-queues the command 
response manager request that started this action. Command response manager 
216 then retums control to the system manager. 

After a response is generated, command response manager 216 can take 
additional action based on the contents of any remaining command response table 
fields. For example, if there is an entry in repeat field 1424, command response 
manager 216 repeats sending of the response until a threshold is met. If there is 
an entry in next response field 1418, command response manager 216 positions 
the message pointer to the table entry pointed to and then chains the response to 
the last response sent. Command response manager 216 then restarts message 
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generation. If there is an entry in next condition field 1422, command response 
manager sets a conditional flag and waits for the next inbound message. On 
subsequent messages, if the condition flag is raised, command response manager 
216 conducts a specific search for selection criteria using entries chained to the 
next condition field until a match is found or until the search is exhausted. If 
there is an entry in next command field 1420, command response manager 216 
sets a next command flag and waits for the next inbound message. If the next 
command flag is raised, command response manager 216 generates the response 
using the response text and restarts message generation. 

Command response tables can be generated in any of a variety of formats, 
using any of a variety of techniques, such as known techniques employed for state 
engine tables. 

In one embodiment, a command response table is provided for each 
device type and version of a device type. In another embodiment, a single 
command response table is provided for each device type regardless of version. 
In another embodiment, a single command response table is provided for all 
device types. 

Preferably, command response tables are compiled into a loadable image. 
A loadable image is a condensed representation that is easily understood by an 
application or interpreter. A loadable image can be, for example, machine code, 
a bit map or other instructions. Condensed representations load faster than an 
image raw images (i.e., human readable form). Loadable images can be used 
with a command response table interpreter. The command response table 
interpreter can implemented as part of an operating system or system manager. 
Where a command response table interpreter is implemented in an operating 
system or system manager, command response tables can be ported to other 
systems by simply recompiling the system manager or operating system. The 
recompiled interpreter will interpret the loadable images without recompiling the 
loadable images. 
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2. Command Control Vectors 

Command response manager 216 can employ command control vectors 
(CCVs) for managing processing tasks. A CCV identifies a task or thread that 
requires processing time and includes pointers to method objects and data objects 
that are to be used for processing the task. Method objects can include command 
response tables and scripts. 

Referring to FIG. 9, a CCV 910 includes fields 912-924 for identifymg 
data associated with a process or task. Field 912 can identify any source of 
communication that generates threads for processing by a processor. Where 
command control vector 910 is implemented in a network emulator, field 912 can 
identify a source of external communication such as a terminal of a 
telecommunications control system 116 that is under test. 

Field 914 provides additional details associated with field 912. For 
example, if the extemal communication identified in field 912 is an input from 
a telecommunications control system 116, field 914 can identify a particular type 
of network device that the telecommunications control system is trying to control. 
Field 914 can include the actual command sent by control system 116. 

Field 916 contains a pointer to a method object that contains instructions 
for processing the task. The method object identified in field 916 can be a 
command response table. Field 918 contains a pointer to a particular instruction 
within the method object or command response table identified in field 916. 

Recall that command response tables can include script invocations. 
Thus, field 918 can point to a script invocation within conmiand response table. 
When field 918 points to a script invocation, field 920 provides a pointer to a 
particular line of the invoked script code. Thus the script is identified by a 
pointer in field 918 and an instruction within the script is identified by a pointer 
in field 920. 

When field 920 points to a script, field 922 provides a pointer to a data 
segment of data object. A data object is a portion of memory associated with a 
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particular CCV and that is used for temporary storage of values generated by the 
script. A data object can be identified when a script is invoked and released when 
the script terminates. Fields 920 and 922 together identify what is referred to 
herein as a virtual object. Virtual objects are described more fully below, with 
reference to FIG. 1 1 . 

A variety of other optional pointers and flags can be provided in CCV 910 
as indicated by fields 924. 

One advantage of CCVs is that they permit more than one thread or task 
to point to the same copy of a command response table, script or other method 
object. CCVs thus permit multiple tasks to be processed using a single copy of 
a command response table, script or other method object. By employing 
command control vectors, memory and time are saved by not having to retrieve 
and store a duplicate copies of method objects. This is a big advantage in systems 
such as network emulators that have to generate responses for up to thousands of 
emulated telecommxmications devices and that would otherwise have to provide 
and maintain a separate copy of a method object for each task. 

Referring to FIG. 10, command response manager 216 preferably handles 
CCVs on a first in, first out (FIFO) basis. Alternatively, each CCV can include 
an additional field for assigning priority. 

CCVs 1010-1014 are stacked in a CCV queue 1016. When conmiand 
response manager 216 is invoked, it selects the top CCV, shown here as CCV 
1010, for processing. Command response manager 216 will examine pointer 
fields 912-924 and then take appropriate action. For example, where field 918 
points to a command response table, command response manager 216 will access 
that table. In a multi-tasking environment, where command response manager 
is invoked for a period of time or for a select number of instructions, processing 
of top CCV 1010 might have been interrupted in a prior command response 
manager processing session. 

If CCV 1010 is just beginning to be processed, command response 
manager 216 searches the command response table for a command identified in 
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CCV 1010. In a network emulating environment, the command can be stored in 
field 914. If command response manager had previously been processing CCV 
1010 in a prior processing session and was interrupted, processing will begin at 
a point identified in field 918. 

In either event, when processing of CCV 1010 begins, field 918 maintains 
a pointer to a current instruction. If processing of CCV 1010 is interrupted, CCV 
1010 is returned to the queue so that processing can resume at a later time exactly 
where it was interrupted. 

If field 9 1 8 of CCV 1010 points to a script invocation, command response 
manager 216 invokes script interpreter 218. Script processing is described more 
fully below. When CCV 1010 generates an output, the output is sent to network 
interface 212. 

5. Virtual Objects 

Virtual objects are generated by command control vectors. Virtual objects 
include a method object (i.e., set of instructions) and an associated data object for 
storing data associated with execution of the method object. The method object 
can be shared by multiple virtual objects. Using virtual objects, a single copy of 
a command response table or script code is made available to multiple CCVs. 
Thus, no CCV has exclusive control over a set of instructions. Instead, each CCV 
can execute the instructions independent of other CCVs. Virtual objects permit 
multiple tasks to be processed using a single copy of a method object. Virtual 
objects can include command response tables and scripts. 

Conventional object-oriented systems capture data and method (or data 
and logic) in one unit. In contrast, the present invention employs virtual objects 
to separate data fi-om logic so that different data sets can use the same logic. This 
avoids unnecessary duplication and storing of multiple instances of the same 
logic. 
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Virtual objects can be employed by a variety of systems to reduce 
multiple instances and transmission of method information or logic. For 
example, virtual objects can be used to reduce internet traffic by passing multiple 
data sets without passing multiple method information or logic. 

Referring to FIG. 1 1 , virtual objects 1 1 1 0, 1 1 12 and 1 1 14 are generated 
by CCVs 1010, 1012 and 1014 respectively. Each virtual object can include one 
or more method objects and zero, one or more data objects. 

For example, virtual object 1 1 12 can include method objects 1116, 1117 
and data objects 1 120 and 1 121. Data objects 1 120 and 1 121 are associated with 
method objects 1116 and 1 1 17, respectively. Method object 1 1 16 can be, for 
example, a command response table that is pointed to by CCV pointer 916. 
Method object 1116 includes instructions that are pointed to by CCV pointer 918. 
Data object 1 120 can store data used for and/or generated by execution of method 
object 1 1 16 by CCV 1012. Data object 1 120 is pointed to by a CCV pointer 942. 

Method object 1117 can be, for example, a script that is invoked by an 
instruction within metiiod object 1116. The script can be pointed to by the same 
CCV pointer 918 that invoked the script. The script can include instructions that 
are pointed to by CCV pointer 920. Data object 1 121 can store data for and/or 
generated by execution of method object 1 1 16 by CCV 1012. Data object 1 121 
is pointed to by CCV pointer 922. 

Virtual object 1110 includes the same metiiod objects 1 1 16 and 1117 that 
forms part of virtual object 1110. Virtual object 1112 also includes data object 
1118, associated with method object 1116. Data object 1 1 1 8 can be used to store 
data for execution of method object 1 1 16 by CCV 1010. 

Virtual objects 1110 and 1112 illustrate how more than one command 
control vector can point to the same copy of a script, command response table or 
any other method object to process tasks. In a telecommunication network 
emulator environment, method object 1117 can be a command response table and 
method object 1116 can be script code. When processing CCV 1010, command 
response manager 216 executes instructions from command response table 1117 
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that are pointed to by field 918 of CCV 1010. Command response manager 216 
also executes instructions fi-om script code 1116 that are pointed to by field 920 
of CCV 1010. Data associated with processing of script code 1116 for CCV 1010 
is stored in data object 1118, identified by pointer 922. 
5 When processing CCV 1012, command response manager 216 executes 

instructions from command response table 1117 that are pointed to by field 918 
of CCV 1012. Command response manager 216 also executes instructions from 
script code 1116 that are pointed to field 920 of CCV 1012. Data associated with 
processing of script code 1116 for CCV 1012 is stored in a data object 1120, 
10 identified by field 922 in CCV 1012. 

O A virtual object can include just a method object, and a data object or any 

^ combination of method objects and data objects. For example, virtual object 

^ • 1114 inchxdes method object 1 124 and data object 1 122. Method object 1 124 can 

be, for example, script code, 
^fll 5 When processing CCV 1014, command response manager 216 executes 

U instructions from script code 1 124, identified by field 920 in CCV 1014. Data 

Q associated with processing of script code 1 124 is stored in data object 1122, 

f identified by field 922 in CCV 1014. 

%j CCVs permit multiple threads to use a single copy of a command 

20 response table or script code, thus eliminating the need for a separate copy of a 

command response table or script code for each thread. CCVs free substantial 
amounts of memory that otherwise would be used for multiple copies of identical 
logic. 

E, Script Interpreter 

25 /. Loadable Script Files 

Scripts are used by command response tables to generate detailed logical 
responses to inputs. Scripts are a specific action in a command response table. 
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In one embodiment, scripts include a RealNet Script Language (RSL), described 
below, to create realistic responses based on data stored in script database files 
230. Scripts are subordinate to the command response table because the table 
must be used to execute a script. Scripts responses typically take less than 10 
milliseconds when using a 33 MHz CPU. 

Script database files 230 preferably include data from actual 
telecommunications network devices. Scripts can store, update, retrieve and 
validate data. Scripts can be used to provide a greater degree of realism than that 
provided by a simple response that is pre-loaded into a command response table. 

For example, assume that the command "update my table vdth ABC" 
would normally result in the response "okay" if ABC was already on file; and 
"failed" if ABC was not on file. A simple response, or even an intelligent 
response using simple commands from a command response table, can only 
retum one of the conditions, "okay" or "failed." It cannot determine whether data 
is in the file. 

In contrast, a script can be programmed to retum "okay" if data was 
present; and "failed" if data was not. A script can also save the data in a facsimile 
of the table. In addition to the above example, one skilled in the art will 
recognize that scripts can be generated to perform any of a wide variety of tasks. 

2. RealNet Script Language 

In one embodiment, scripts are written using a RealNet script language 
(RSL), developed by MCI Corporation. RSL is a procedural language composed 
of three simple constructs: variables, operands, and statements. 

Variables can be simple or complex. Simple variables hold either a 
character string or integer value. Complex variables hold a list of simple 
variables. 
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Simple and complex variables are stored in one of three pools: a literal 
pool, a variable pool, or a temporary pool A pool is a list of variables, either 
complex or simple. 

The literal pool is used to store constants and literals declared within the 
program. The variables stored in this list can be initialized to a predefined value 
and can not be modified during the cotirse of script execution. 

The variable pool is used to store user-declared variables and can be 
modified. 

The temporary pool is invisible to the user. The variables stored in the 
temporary pool are dynamic and result when script interpreter 218 must resolve 
a complex equation. The variables in the temporary pool are deleted after they 
are no longer needed. 

Operands are used to reference variables. Several operands can point to 
the same variable. This allows reduction of storage by allowing a variable to be 
stored only once. Operands contain an operator that can be arithmetic, relational, 
or format-related. The operand/operator relationship is used to store expressions 
using infix notation. Each operator is stored using its rank in precedence. 
Parenthesized operations are achieved simply by multiplying the operator by 
(nesting level +1). 

Statements are composed of a token and a list of operands, A token is the 
nucleus of the statement. The token describes how script interpreter 218 will act 
on the operands in the statements operand list. Operands are Unked together to 
form an operand list or expression. Expressions are resolved fi-om left to right. 
A sequence number is used for debugging a script and represents the actual Une 
number in which the statement was actually stored in the script soxarce file. 
Conditional tokens, such as "while" and "if, store an optional field branch that 
contains a pointer to the statement where program execution should continue if 
the expression evaluates to false. 

A tokenized script is composed of a Ust of statements, an operand list, a 
variable pool, and a literal pool. Script interpreter 218 maintains pointers to the 

MCI Ref: COS-97-033 
SKG&FRef: 1575.2620000 



-26- 

first statement in the statement list and to the current statement being executed. 
Script interpreter 21 8 executes the script by moving the current statement pointer 
down the statement list sequentially and evaluating each statement as it passes. 
The top of list and current statement pointers are stored in the command control 
vector of command response manager 216. These are the only two pieces of 
information needed by script interpreter 218 to execute a script since all of the 
other components are self-referencing. The pointers enable script interpreter 218 
to swap a script into memory from either disk storage or expanded memory and 
to execute the script as the script was in memory. In order to achieve this, 
tokenized or compiled scripts are stored in a format that allows them to be loaded 
directly into memory. 

3. Script Interpreter 

In one embodiment, scripts are compiled to a loadable image prior to 
storage in database 224. A system manager or an operating system can include 
a script interpreter, such as script interpreter 218, for interpreting the compiled 
scripts. In this way, the system can be ported to other processor systems by 
simply recompiling the system manager or operating system. The scripts, having 
been compiled to an assembly level for use by the script interpreter, need not be 
recompiled. 

Script interpreter 218 is responsible for actual script execution. Script 
interpreter 218 ensures tiiat a script either completes successfully or that a failure 
returns control to command response manager 216. 

When a script is loaded in memory, preferably in expanded memory, by 
command response manager 216, control is passed to script interpreter 218 to 
execute the script. Script interpreter 218 is responsible for the orderly execution 
of the script and for termination of the script in the event of errors. In one 
embodiment, script interpreter 218 completes all of the script possible within a 
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user-defined interval and then returns control to command response manager 216 
under one of the following conditions: 

the script completes execution; 

the user-defined interval expires; or 

the script requests input from the system manager. 

Script interpreter 218 initiates and formats all database requests required 
by the script. Calls made to the database are single-action calls. For instance, to 
access a table and find a record requires three separate calls to the server (open 
table, find record, close table). If a script runs out of time or requests additional 
input, script interpreter 218 maintains all information using the CCV so that it can 
resume execution where it stopped, when control is returned to script interpreter 
218. A stand-alone version of script interpreter 218 can be used for testing and 
development of scripts. 

F. System Manager 

TND emulator 1 12 includes a system manager 127 that controls various 
processes and interactions between the logical components of TND emulator 126 
and provides a mechanism for invoking and terminating processes. In one 
embodiment, system manager 127 interacts with an existing operating system 
installed on PC 1 12. In an alternative embodiment, system manager 127 is an 
integral part of an operating system. 

System manager 127 is responsible for initializing the system, validating 
software, verifying hardware, controlling program execution and termination of 
the system, when appropriate. The control system starts all components, verifies 
successful initializations, verifies the existence of expanded memory system 
(EMS), a mouse, video graphics array (VGA) screen capability and disk storage 
capacity. 

After system manager 127 performs verifications, it allocates expanded 
memory for database manager 220 and user interface 214, System manager 127 
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also initializes database manager 220, a command response manager 216 and 
network interface 212. 

When initialization is complete, system manager 127 enters a control loop 
that polls network interface 212 for commimications and time-outs, monitors a 
5 queue of command response manager 2 1 6, monitors user interface 2 1 4 for user 

interaction, monitors a queue of database manager 220. This loop is repeated 
indefinitely until termination. Upon termination, system manager 127 terminates 
any active interfaces with control system 110, terminates any tasks executing in 
command response manager 216 and firees expanded memory. System manager 
10 127 preferably monitors itself in order to reduce conflicts. Where system 

O manager 127 is self-monitormg, it preferably generates a TND self-monitoring 

emulator report. System manager 127 can execute a screen saver program if there 
is no activity for a given amount of time. 

Hfl L Hybrid Preemptive and Cooperative Multi-Tasking 

Jil5 Conventional multi-tasking systems include preemptive multi-tasking 

^ systems and cooperative multi-tasking systems. 

In conventional preemptive multi-tasking systems, threads are processed 
based on allotted time slices, where each thread is allotted a certain amoimt of 
processing time, known as a time slice. When a time slice expires, processing of 
20 one thread is interrupted so that another thread can be processed. A pointer is 

typically provided for indicating where in a stream of instructions processing was 
interrupted. When processing resumes at a later time, the pointer identifies the 
next instruction to be executed. 

In time-sUce preemptive processing, whenever processing of a thread is 
25 interrupted, a variety of temporary values must typically be stored until 

processing of the thread resumes. For example, a first thread can involve a 
number of machine instructions to complete, such as the calculation of 
(A+B)(C+D). A first machine instruction can add (A+B). A second machine 
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instruction can place the calculated value of (A+B) into a first register. A third 
machine instruction can calculate (C+D), A fourth machine instruction can place 
the value (C+D) in a second register. A fifth machme instruction can retrieve the 
value (A+B) firom the first register and the value (C+D) fi-om the second register 
for multiplication. Finally, a sixth instruction might output the calculated value, 
(A+B)(C+D), to memory for use by anther thread or process at a later time. 

If the time slice allotted to the first thread expires between the fourth and 
fifth instructions, the values stored in the first and second registers v^ould have 
to be stored in memory so that processing could resume at the fifth instruction at 
a later point in time. A separate pointer is required for each value to insure that 
the values could be retrieved v^hen processing of this thread resumes. An 
instruction pointer is required to identify the fifth instruction that is to be 
executed v^hen processing of the thread resumes. 

In the above example, the values can be stored in local physical memory. 
However, local physical memory is often required for processing subsequent 
threads. Thus, the stored values might later be moved to a hard disk or other 
peripheral storage device. In either event, storage and subsequent retrieval of data 
takes valuable time that could otherwise be spent processing threads. 

Time slice-based preemptive multi-tasking systems are thus time and 
resource consuming because of so many memory reads and writes. Each 
additional storage of a temporary variable and an associated pointer consumes 
valuable memory. 

In cooperative multi-tasking systems, application programmers design 
applications with interruption points. When an interruption point is reached, the 
operating system can switch to another task. Designers can set interruption points 
where relatively few temporary values need to be stored. Cooperative multi- 
tasking systems tend to require fewer temporary storage location and thus can be 
faster than preemptive multi-tasking systems. 

In cooperative multi-tasking systems, however, each application must be 
designed as a cooperative application. Otherwise, because the operating system 
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has no way to force, or preempt, operation, after an application begins execution, 
if the application does not freely give up control, it will continue to execute until 
it terminates. In such a situation there is no multi-tasking. 

In one embodiment of the present invention, system manager 127 is a 
hybrid preemptive and cooperative multi-tasking system that executes processor 
instructions in multiples of logical units of work in order. Logical units of work 
include a set of one or more machine instructions, the completion of which is a 
logical stopping point. In other words, a logical stopping point is where a logical 
sequence of events or instructions completes. Thus, where a script includes 
instructions for performing a number of different calculations, logical stopping 
points can be defined as locations in the script where each individual calculation 
is complete. 

A logical unit of work can be, for example, a single instruction in a script 
of instructions that employs a number of individual machine code instructions. 
In the example above, a logical stopping point might be at the end of the sixth 
instruction where the contents of the first and second registers are no longer 
required by the thread. Logical units of work can also be referred to as smallest 

logical units of work. 

By processing preemptive logical imits of work, substantial amounts of 
memory are freed because there is no longer a need to store substantial amounts 
of data values from registers whenever processing of a thread is interrupted. 
Instead, only a pointer to a next instruction is typically required. 

Referring to FIG. 15, system manager 127 includes a hybrid preemptive 
and cooperative multi-tasking modulel512. Module 1512 includes a preemptive 
processing portion, or module, 1514 and a cooperative processing portion, or 
module, 1516. 

Preemptive processing module 1514 includes instructions for processing 
a logical unit of work for each type of task that system manager 127 is expected 
to process. For example, referring back to FIG. 4, module 1514 includes 
instructions that define a logical unit of work for polling network interface 212 
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(step 410), for checking the CRM queue (step 412), for checking user interface 
214 for interaction (step 414) and for checking the database queue (step 416). 
Preemptive processing is discussed in co-pending U.S. Patent AppUcation titled, 
"Method and Apparatus for Simulating Multi-Tasking," Serial Number (to be 
assigned), Attomey Docket No, COS-94-030, by John V. McLain, Jr., 
incorporated herein by reference in its entirety. 

Cooperative processing module 1516 includes instructions for processing 
an integral number of logical units of work for each task that system manager 127 
is expected to process. For example, module 1516 can include instructions for 
processing a number n of instructions for a logical unit of work for polling 
network interface 212 (step 410), Module 1516 can also include instruction for 
processing a number m of instructions for checking the CRM queue (step 412), 
etc. Module 1516 can set w and m to any integer value. Module 1516 can even 
set n equal to m so that an equal number of tasks are performed for polling 
network interface 212 (step 410) and for checking the CRM queue (step 412). 
Module 1516 can set M and m at initiaUzation or can set them dynamically, 
according to system loads or any other factors. 

In operation, a hybrid preemptive and cooperative multi-tasking system 
1512 jumps between threads, permitting each thread to execute instructions up to 
a logical stopping point. In one hybrid preemptive and cooperative multi-tasking 
system, a number of logical units of work or logical stopping points are allotted 
to each thread. Thus, instead of preempting a thread after just a single logical 
unit of work is complete, the thread is allowed to complete a number of logical 
imits of work. 

For example, a first thread can be executing a script that includes multiple 
equations. A second thread can be outputting data to a screen display. A hybrid 
preemptive/cooperative multi-tasking system might permit each thread a number 
n of logical vmits of work. 
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For the &st thread, a logical unit of work can be defined as execution of 
the necessary machine instructions for calculating one equation. Thus, n logical 
units of work corresponds to calculation of n equations. 

For the second thread, a logical unit of work can be defined as a portion 
of a screen display output, say, for example, one line of a screen display. Thus, 
n logical units of work corresponds to n lines of screen display. In this 
example, therefore, a hybrid preemptive and cooperative multi-tasking system 
that performs n logical units of work per thread, will calculate n equations for the 
first thread followed by outputting n lines of display data to a screen display. 
Thereafter, an additional n calculations will be performed for the first thread, 
followed by another n lines of display data to the screen display. 

In one embodiment, hybrid preemptive and cooperative multi-tasking 
system 1512 dynamically sets the number of logical units of work performed for 
each thread. In the example above, for instance, the first thread can be allotted 
n logical units of work while the second thread is allotted m logical units of work. 
Hybrid preemptive and cooperative multi-tasking system manager 127 
dynamically sets n to five and m to twenty, five equations will be calculated for 
the first thread followed by outputting of twenty Unes of screen display data to 
the screen display. 

Regardless of whether the hybrid system performs a single number n of 
logical units of work for all threads, or dynamically assigns a different number 
of logical units of work according to the type of thread, hybrid system manager 
127 can be tailored according to the types of tasks performed by the computer 
system. 

Hybrid preemptive and cooperative multitasking system manager 127 
permits designers to take advantage of human perception. For example, a hybrid 
preemptive and cooperative multitasking system manager 127 can be tailored to 
steal screen display time wittiout any human-perceptible delay. A typical screen 
display update can take approxhnately one hundred milliseconds. Hybrid system 
manager 127 can be tailored to steal, for example, five milliseconds of time 
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between, every ten lines of screen display data on a fifty line monitor. The five 
milliseconds of time can be used by system manager 127 for processing other 
tasks. A five millisecond interruption to a screen display, although imperceptible 
to humans, can be used to accomplish significant amounts of processing tasks for 
other threads. In a network emulation environment, five milliseconds can be used 
to process commxmications to and from emulated devices. 

Hybrid preemptive and cooperative multitasking system manager 127 
permits designers to take advmitage of mechanical delays as well For example, 
a print job to a printer device and process a script of instructions. Since typical 
printers include a print buffer for locally storing data for printing, system 
manager 127 can be tailored to output enough print data to prevent the print 
buffer fi-om emptying while intermittently interrupting printer outputting for 
processing the script processing. While system manager 127 processes the script, 
the printer continues to print data stored in its buffer. The number of logical 
stopping points assigned to each task is preferably set to a level where, when 
processing returns to the printer, the printer is just exhausting the data in its 
buffer. When hybrid preemptive and cooperative multi-tasking system manager 
127 is combined with CCVs, the result is a very powerful, memory and CPU 
cycle conserving processing system. 

In TND emulator 126, hybrid preemptive and cooperative multi-tasking 
system manager 127 uses CCVs to switch between processing tasks for network 
interface 212, user interface 214, database manager 220 and command response 
manager 216. Details of this multi-tasking are provided below. In one 
embodiment, the hybrid preemptive and cooperative multi-tasking system is a 
software module that works in conjunction with an existing operating system. In 
an alternative embodiment, the hybrid preemptive and cooperative multi-tasking 
system is implemented as an integral part of an operating system. 

G, Computer Program Products 
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The present invention can be implemented using hardware, software or 
a combination thereof and can be implemented in a computer system or other 
processing system. Referring to FIG, 16, a block diagram illustrates a computer 
system that can be used to implement the present invention. Various software 
5 embodiments are described in terms of this example computer system. After 

reading this description, it will be apparent to a person skilled in the relevant art 
how to implement the invention using other computer systems and/or computer 
architectures. 

In FIG. 16, a computer system 1601 includes one or more processors, 
10 such as processor 1604. Processor 1604 is connected to a communication bus 

^ 1602. Computer system 1601 includes a main memory 1606, preferably random 

5f access memory (RAM), and can also include a secondary memory 1608. 

H Secondary memory 1608 can include, for example, a hard disk drive 1610 and/or 

J: a removable storage drive 1612, representing a floppy disk drive, a magnetic tape 

7^15 drive, an optical disk drive, etc. Removable storage drive 1612 reads from and/or 

"Tl writes to a removable storage unit 1614 in a well known manner. Removable 

□ storage unit 1614, represents a floppy disk, magnetic tape, optical disk, etc. which 

S is read by and written to by removable storage drive 1612, Removable storage 

unit 1614 includes a computer usable storage medium having stored therein 
20 computer software and/or data. 

In alternative embodiments, secondary memory 1608 can include other 
similar means for allowing computer programs or other instructions to be loaded 
into computer system 1601, Such means can include, for example, a removable 
storage unit 1622 and an interface 1620, Examples of such can include a program 
25 cartridge and cartridge interface (such as that found in video game devices), a 

removable memory chip (such as an EPROM, or PROM) and associated socket, 
and other removable storage units 1 622 and interfaces 1 620 which allow software 
and data to be transferred from the removable storage unit 1622 to computer 
system 1601. 
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Computer system 1 60 1 can also include a communications interface 1 624. 
Communications interface 1624 allows software and data to be transferred 
between computer system 1601 and external devices. Examples of 
communications interface 1624 include, but are not limited to a modem, a 
network interface (such as an Ethernet card), a communications port, a PCMCIA 
slot and card, etc. Software and data transferred via communications interface 
1624 are in the form of signals which can be electronic, electromagnetic, optical 
or other signals capable of being received by communications interface 1624. 
These signals 1626 are provided to communications interface via a channel 1628. 
Channel 1628 carries signals 1626 and can be implemented using wire or cable, 
fiber optics, a phone line, a cellular phone link, an RF link and other 
communications channels. 

In this document, the terms "computer program medium" and "computer 
usable medium" are used to generally refer to media such as removable storage 
device 1612, a hard disk installed in hard disk drive 1610, and signals 1626. 
Computer program products are means for providing software to computer 
system 1601. 

Computer programs (also called computer control logic) are stored in 
main memory and/or secondary memory 1608. Computer programs can also be 
received via communications interface 1624. Such computer programs, when 
executed, enable the computer system 1601 to perform the features of the present 
invention as discussed herein. In particular, the computer programs, when 
executed, enable the processor 1604 to perform the features of the present 
invention. Accordingly, such computer programs represent controllers of the 
computer system 1601. 

In an embodiment where the invention is implemented using software, the 
software can be stored in a computer program product and loaded into computer 
system 1601 using removable storage drive 1612, hard drive 1610 or 
communications interface 1624. The control logic (software), when executed by 
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the processor 1604, causes the processor 1604 to perform the functions of the 
invention as described herein. 

In another embodiment, the invention is implemented primarily in 
hardware using, for example, hardware components such as application specific 
integrated circuits (ASICs). Implementation of the hardware state machine so as 
to perform the functions described herein will be apparent to persons skilled in 

the relevant art(s). 

In yet another embodiment, the invention is implemented using a 

combination of both hardware and software. 
///. Method of Network Emulation 

A method for emulating a telecommunications network is now provided. 
The method is described as implemented by the logical components identified in 
FIGS. 1 and 2. Referring to the process flowchart of FIG. 3, the process begins 
at step 310, where TND emulator 126 is started, initiating system manager 127. 

In step 312, system manager 127 verifies system components, such as the 
computers memory, mouse, display, and disk storage. 

In step 314, system manager 127 allocates the computer's memory for 
database manager 220 and user interface 214. 

In step 316, system manager 127 initializes database manager 220, 
command response manager 216 and network interface 212. Upon initialization, 
command response manager 216 preferably allocates a predetermined number 
of CCVs 910 for handlmg anticipated communications sessions. Alternatively, 
CCVs 910 can be generated dynamically as each command is received by TND 
emulator 126. 

In step 318, hybrid, preemptive and cooperative multi-tasking controller 
is initiated for carrying out various processes. The hybrid, preemptive and 
cooperative multi-tasking controller can be part of system manager 127. The 
multi-tasking controller selectively passes control of system processing from one 
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task to another so that the processes appear to be performed in parallel. In FIG. 
4, these tasks are shown as steps 410-416. Steps 410-416 are executed in a 
tightly controlled loop. At any time, the user or the control system can opt to 
terminate processing, as indicated in step 320. 

Referring to FIG. 4, system manager 127 polls network interface 212 by 
checking its queue for inbound and outbound messages. Inbound messages are 
received from control system 1 16 and passed on to command response manager 
216. If any outbound mess^es are found, system manager 127 invokes network 
interface 212, which sends the messages to control system 1 10 as illustrated in 
FIG. 5. 

Referring to FIG. 5, the process performed by network interface 212 is 
illustrated. This is a detailed breakout of the process performed in step 410. 

TND emulator 126 supports multiple communications sessions with 
control system 116. While processing a received message, TND emulator 126 
can receive another message and begin processing it as well. 

In step 502, system manager 127 determines whether any inbound 
messages have been received. If no message is detected, processing jumps to step 
516. If a message is detected, processing proceeds to step 504. 

Network interface 212 can receive messages in data packets. A message 
can thus require several reads before it is completed. In step 504, network 
interface 212 stores these message packets in a memory buffer and continuously 
appends the data there until reception is complete. 

In step 506, network interface 212 determines whether the message is 
complete. If not, processing proceeds to step 507, where network interface 212 
places the command control vector in an incomplete state. Processing then jumps 
to step 516 for processing of outbound messages. Step 516 is described below. 

In step 506, if the message is complete, processing proceeds to step 508, 
where network interface 212 sets the command control vector for the session to 
a "message received" state. The command control vector contains a pointer to the 
memory buffer that contains the inbound message. 
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In step 510, the received message is sent to database manager 220 to be 
logged in a log file that is part of log database files 228. A request to log the 
message is placed in queue for database manager 220. System manager 127 
checks this queue for such requests in step 416. 
5 In step 512, network interface 212 places the command control vector in 

the queue of command response manager 216. This is an indication to system 
manager 127 that an inbound message is pending in command response manager 
216. 

Later, in step 412, system manager 127 detects this message CCV and 
10 invokes command response manager 216. The CCV contains session and 

i5 protocol information and a pointer to a buffer that stores the received message. 

As described below with reference to FIG. 6^ command response manager 216 
"==1 can read the request and retrieve the command message from the buffer. 

^ Session status can be maintained in field 924 of command control vector 

jl5 910, which acts as a simple state engine. Session status identifies a device that 

J: is responsible for sending a next message. Session status can be set to "local" or 

O "remote." Local refers to TND emulator 126. Remote refers to a device other 

2 than TND emulator 126. In step 514, network interface 212 flushes the message 

""^ buffer and sets the session status to local, indicating that TND emulator 126 is 

20 expected to generate a response to the received message. 

In step 516, network interface 212 detects outbound messages. Outboimd 
messages are typically responses formulated by command response manager 216 
in response to inbound messages fi*om control system 1 1 0. Outbound messages 
are detected by checking the queue of command response manager 216. 
25 If an outbound message is detected in step 516, then in step 518, network 

interface 212 locates the associated command control vector for the current 
session and sets it to "message sent" state. 

In step 520, network interface 212 transmits the message to control system 
116, The message can be transmitted using a message transfer protocol (MTP) 
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via X.25 network 114. One skilled in the art will recognize that any other 
suitable protocol can be employed. 

In step 522, a request to log this message is placed in queue for database 
manager 220. In step 416, system manager 127 will check this queue for such 
requests. The sent message will then be recorded in a log file that is part of log 
database files 228. 

In step 524, after transmitting and logging the sent message, network 
interface 212 sets the session's status, maintained in the command control vector, 
to remote. 

In step 526, after processing and logging the outbound message, or if no 
outbound messages were detected in step 516, network interface 212 purges any 
idle conmumications sessions. 

In step 528, network interface 212 updates a display with the current 
session status. See FIG. 13 for a typical display screen. 

Referring back to FIG. 4, after a predetermined number of logical 
stopping points are reached in step 410, the multi-tasking controller jumps to step 
412. In step 412, system manager 127 checks a queue of command response 
manager 216 for inbound messages placed by network interface 212. These 
messages represent commands from control system 110. One or more of these 
messages can require a response. Recall that network interface 212 sets an 
indicator in a command control vector for each received command and places the 
command control vector in the queue of command response manager. The 
command control vector contains a pointer to the memory buffer that contains 
the inbound message. If any messages are in the queue, system manager 127 
invokes command response manager 216, which performs the process illustrated 
in FIG. 6. The command response manager process of FIG. 6 can invoke a script 
interpreter processes, illustrated in FIG. 7 and discussed below. 

Referring to FIG. 6, a process flowchart illustrates the process performed 
by command response manager 216. System manager 127 invokes command 
response manager 216 when system manager 127 detects a request to process in 
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inbouad message in the queue of command response manager 216, The process 
is based on status information in the command control vector. The command 
control vector contains pointers to a command response table. 

In step 602, command response manager 216 is invoked if any command 
control vectors are detected in its queue by system manager 127. 

In step 604, command response manager 216 finds and reads the 
command control vector in its queue. 

In step 606, command response manager 216 determines v^hether a script 
is currently executing. A script can be executing for the current CCV or a 
different CCV. If a script is currently executing, it is typically in a hold state at 
the end of a logical unit of work. If a script is currently executing, processing of 
the script resumes in step 608. 

In step 608, script interpreter 218 receives control to execute a script. 
This process is illustrated in FIG. 7 and described more fully below. 

If no script is currently executing, then in step 610, command response 
manager 216 finds an appropriate command response table from a pointer in the 
command control vector. Command response manager 216 employs the 
command from the inbound message in the message buffer, which is also located 
from a pointer in the command control vector, to locate the appropriate record in 
command response tables 222. This record will indicate a certain action to take, 
based on the command. 

In step 612, command response manager 216 reads the action from 
command response tables 222. 

In step 614, a determination is made as to whether the action will be to 
formulate a first level response, a second level response or execute a script. 

If a script is invoked, then in step 616, command response manager 216 
invokes script interpreter 218 to execute the script identified in the command 
response table. This process is illustrated in FIG. 7 and described more fully 
below. 
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In step 618, command response manager 216 reads the response field 
from the record it located in coramand response table. It formats a response 
message in accordance with this field. 

In step 620, if the hybrid, preemptive and cooperative multi-tasking 
5 controller interrupts processing at a logical stopping point, command response 

manager 216 determines if message processing is complete. 

In step 622, if message processing is not complete, command response 
manager 216 re-queues the command control vector in the queue of command 
response manager 216. This command control vector will be detected again in 
1 0 step 602 when system manager 127 returns to step 412 so that and processing for 

O this message will continue until it is complete. 

.a In step 624, when message processing is complete, the command control 

"1 vector is placed in a queue of network interface 212, which contains a pointer to 

^ the buffer in which the response message resides. This is an indication to system 

;05 manager 127 that an outbound message is pending transmission by network 

interface 212. 

i2 Referring to FIG. 7, a process flowchart illustrates the process performed 

by script interpreter 218. Script interpreter 218 can be invoked by command 

S| response manager in step 608 or step 616 of FIG. 6. Script interpreter 218 

20 performs the processing that emulates the intelligence of a network device. In 

executing a script, it uses data from script database files 230. These files are data 
tables that reflect actual data tables of network devices, such as routing tables in 
a switch. 

In step 701, if a script is to begin executing from step 616, then the 
25 command control vector is handed off to script interpreter 218, which resets a 

pointer in field 920 of the command control vector to the start of the script. 
Script interpreter 218 also sets a "script-in-progress" indicator in the command 
control vector to on. 

In step 702, if a script is aheady executing and control is passed to script 
30 interpreter 218 from step 608, system manager 127 first determines if a database 
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request is in progress. If so, the script task ends so that database manager 220 can 
complete the database request. 

In step 704, script interpreter 218 determines whether the script to be 
executed is in memory. The requested script can already be in memory in order 
to generate a response for another CCV. 

If the script is not in memory, script interpreter 218 loads the script to 
memory in step 706. Script interpreter 218 can also free up needed memory by 
purging any scripts in memory based on a least recently used algorithm (LRU). 
The least recently used algorithm determines, from a time stamp of last activity, 
those scripts in memory that have been inactive the longest. It purges these, 
according to the algorithm, until the amount of needed memory is freed for use 
in processing the current script. 

Recall that more than one CCV can point to the same copy of a command 
response table or script. Thus, there is no need to maintain more than one copy 
of a command response table or script in memory. 

In step 708, script interpreter 218 determines if the current script was 
found and loaded. 

In step 710, if the script is not loaded, script interpreter 218 instructs 
command response manager 218 to send a default response. Script interpreter 
218 then resets the command control vector's "script-in-progress" indicator. 

In step 712, if the script was found and loaded, script interpreter executes 
the current step. The current step is located with the script pointer in field 920 of 
command control vector 910, which was set at the start of the script in step 701 . 
The pointer is then incremented to the next step. System manager 127 can 
identify a data segment such as data segment 1 1 16, 1 120 or 1 122 to store data 
associated with script execution. The CCV maintains a pointer to an associated 
data segment in field 922. 

In step 714, script interpreter 218 determines if an error occurred during 
the execution of step 712. If so, script interpreter 218 instructs command 
response manager 218 to send a default response in step 710. 
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If no error was detected in step 714, then in step 716, script interpreter 218 
determines if a database request is needed. 

In step 718, if a database is required, script interpreter 218 sets a pointer 
to the place in the script of the database request indicator. This pointer is 
contained in the command control vector. Script interpreter 218 then places the 
database request in a queue of database manager 220. The task ends and control 
is returned to system manager 127. When system manager 127 retums control 
to script interpreter 218 in step 608, script interpreter 218 will continue 
processing this script. 

In step 720, script interpreter 218 determines if a response has been 
generated by the script. 

In step 722, if a response was generated, command response manager 216 
places the command control vector in a queue of network interface 212 and places 
the response message in a buffer. The task ends and control is retumed to system 
manager 127. This can be used as a logical stopping point indicating the end of 
a logical unit of work. When system manager 127 retums control to script 
interpreter 218 in step 608, script interpreter 218 will continue processing this 
script. 

In step 724, script interpreter 218 determines if a read request has been 
issued by the script. 

In step 726, if a read request was issued, system manager sets the 
commimications session, via indication in the command control vector, in a 
receive mode. The task ends and control is retumed to system manager 127. 
This can be used as a logical stopping point indicating the end of a logical unit 
of work. When system manager 127 retums control to script interpreter 218 in 
step 608, script interpreter 218 will continue processing this script. 

In step 728, script interpreter 218 determines if script execution is 
complete. 

In step 730, if script execution is not complete, script interpreter 218 sets 
the command control vector's "script-in-progress" to indicate script processing is 
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not complete. The task then ends and control is returned to system manager 127. 
This can be used as a logical stopping point indicating the end of a logical unit 
of work. When system manager 127 returns control to script interpreter 218 in 
step 608, script interpreter 218 will continue processing this script. 

In step 732, when script execution is complete, script interpreter 218 
resets the command control vector's "script-in-progress." The task ends and 
control is returned to system manager 127. This can be used as a logical stopping 
point indicating the end of a logical unit of work. The virtual object script code 
(e.g., 1 1 18) is only purged when necessary. 

Referring back to FIG. 4, after a predetermined nvimber of logical units 
of work are completed in step 412, the hybrid multi-tasking controller jumps to 
step 414. In step 414, system manager 127 checks user interface 214 to detect 
any input by the user. This can involve, for example, checking for keyboard 
mputs, mouse input, touch-screen mputs, etc. Then, after a predetermined mmiber 
of logical units of work are completed in step 414, the hybrid multi-tasking 
controller jumps to step 416. 

In step 416, system manager 127 checks a queue of database manager 220 
to determine whether any requests have been sent to database manager 220 by 
any of the other processes. If a request is detected in the database queue, system 
manager 127 invokes database manager 220 to perform the process illustrated in 
FIG. 8. 

Referring to FIG. 8, a process flowchart illustrates the process performed 
by database manager 220. In step 802, when a database request is detected in step 
416, system manager 127 invokes database manager 220 to determine if the 
request is a database request or a log request. 

In step 804, if the request is a database request, database manager 220 
executes the request by performing the appropriate database management 
function, such as retrieve or modify data. Database manager 220 uses an area of 
memory as a cursor and performs the work in this cursor. Database manager 220 
populates the command control vector with a pointer to the cursor. 
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In step 806, database manager 220 places the command control vector in 
the queue of command response manager 216, indicating that the request has been 
completed. 

In step 808, if the request is a log request, database manager 220 retrieves 
the message from a buffer and writes it to the appropriate log in log database files 
228. 

Referring back to FIG. 3, if in step 320, if a user opts to terminate 
processing then, in step 322, system manager 127 terminates all communications 
sessions and processes that are currently executing under control of command 
response manager 216. System manager 127 also frees up memory used by 
buffers, queues, and command control vectors. In step 324, TND emulator 126 
creates a report of statistics on the processing it has just performed. 

IV. Conclusions 

The present invention has been described above with the aid of functional 
building blocks illustrating the performance of specified functions and 
relationships thereof The boundaries of these functional building blocks have 
been arbitrarily defined herein for the convenience of the description. Alternate 
boundaries can be defined so long as the specified functions and relationships 
thereof are appropriately performed. Any such altemate boxmdaries are thus 
within the scope and spirit of the claimed invention. One skilled in the art wdll 
recognize that these functional building blocks can be implemented by discrete 
components, application specific integrated circuits, processors executing 
appropriate software and the like or any combination thereof. 

While various embodiments of the present invention have been described 
above, it should be understood that they have been presented by way of example 
only, and not limitation. Thus, the breadth and scope of the present invention 
should not be limited by any of the above-described exemplary embodiments, but 
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should be defined only in accordance with the following claims and their 
equivalents. 
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1 1 . A method for managing computer system resources, comprising 

2 the steps of: 

3 (1) generating a first command control vector for a first input 

4 message, the first command control vector identifying a method 

5 object that contains one or more instructions for processing the 

6 first input message; 

7 (2) generating a second command control vector associated v^th a 

8 second input message, the second command control vector 
^^,9 identifying the same method object identified by the first 
tt|0 command control vector, the method object containing one or 

1 more instructions for processing the second input message; 
I|l2 (3) providing a single copy of the method object for the first and 
+13 second command control vectors; and 

-14 (4) processing the first and second input messages using the single 

Ji il 5 copy of the method object. 

a 1 2. The method according to claim 1, wherein step (1) comprises: 

2 (a) identifying, in the first command control vector, a communication 

3 link fi-om which the first input message is received; 

4 (b) identifying, in the first command control vector, a destination 

5 device for which the first input message is intended; 

6 (c) identifying the method object in first conmiand control vector; 

7 (d) identifying, in the first command control vector, a first current 

8 instruction of the method object, wherein the first current 

9 instruction is used to process the first input message. 

1 3. The method according to claim 2, wherein step (2) comprises: 
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2 (a) identifying, in the second command control vector, a 

3 communication link from which the second input message is 

4 received; 

5 (b) identifying, in the second command control vector, a destination 

6 device for which the second input message is intended; 

7 (c) identifying the same method object in second command control 

8 vector; and 

9 (d) identifying, in the second command control vector, a second 

10 current instruction of the method object, wherein the second 

1 1 current instruction is used to process the second input message. 

^5 1 4. The method of claim 3, wherein the first and second current 

15 2 instruction are the same instruction and the same instruction 

m 3 irrvokes a script, wherein step (4) comprises the step of: 

4 (a) using a single copy of a script to process the first and second input 

^ 5 messages. 

1 5. The method of claim 4, wherein step (4)(a) comprises: 

S 2 (i) identifying current script instructions in the first and 

" 3 second command control vectors for processing the first 

4 and second input messages, respectively; 

5 (ii) storing, in a first data object, data that is generated during 

6 execution of the script for the first command control 

7 vector; and 

8 (iii) storing, in a second data object, data that is generated 

9 during execution of the script for the second command 

10 control vector. 

1 6. The method according to claim 1 , wherein step (4) comprises the 

2 steps of: 
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3 (a) processing a number n of logical xmits of instructions for the first 

4 command control vector; 

5 (b) interrupting processing of the first command control vector; and 

6 (c) processing a number m of logical units of instructions for the 

7 second conamand control vector. 

1 7. A system for managing computer system resources, comprising: 

2 a command response manager that receives and processes input 

3 messages, and that generates a separate command control vector 

4 for each input message, wherein two or more of the command 

5 control vectors identify a same method object that contains one or 

6 more instructions for processing the associated input messages; 

7 a command response manager queue that queues the command control 

8 vectors, wherein said command response manager selects one of 

9 the two or more conmiand control vector from said command 

10 response manager queue and processes the input message 

1 1 associated with the selected command control vector by executing 

12 one or more instructions in the method object. 

1 8. The system of claim 7, further comprising: 

2 a command response table tiiat includes instructions embodying multiple 

3 levels of intelligence for processing the input messages. 

1 9. The system of claim 8, further comprising: 

2 a script containing one or more instructions for processing input 

3 messages, wherein said command control table includes a script 

4 invocation that invokes said script when a command control 

5 vector points to the script invocation; and 

6 a data object, associated with a command control vector, that stores data 

7 associated with execution of said script for the command control 

8 vector. 
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1 10. The system of claim 7, further comprising: 

2 a hybrid preemptive and cooperative multi-tasking control system that 

3 processes a number n of logical units of instructions for a first 

4 command control vector and processes a number m of logical 

5 units of instructions for a second command control vector. 

1 11. The system of claim 7, wherein each said command control vector 

2 comprises: 

3 a first field that stores data that identifies a communication Unk firom 

4 which the first input message is received; 

5 a second field that stores data that identifies a destination device for 

6 which the first input message is intended; 

7 a third field that stores data that identifies a method object in first 

8 command control vector, wherein the method object contains at 

9 least one instruction for generating a response to the input 

10 command; and 

11 a fourth field that stores data that identifies a current instruction in the 

12 method object that is used to process the input message. 

1 12. The system of claim 1 1, further comprising: 

2 a virtual object that includes a set of virtual instructions from the memory 

3 object and a data segment that stores data associated vsdth 

4 execution of the virtual instructions, wherein said virtual 

5 instructions can be invoked by an instruction in the method obj ect, 

6 wherein the invoking instruction is identified by the data in the 

7 said fourth field 

1 13. The system of claim 11, wherein the data in said fourth field 

2 identifies an instruction that invokes a script that contains one or 

3 more instructions that generate one or more logical responses to 
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4 the input command, wherein each said command control vector 

5 further comprises : 

6 a fifth field that stores data that identifies an offset within the script for 

7 execution; and 

8 a sixth field that stores data that identifies a data segment that stores data 

9 associated with execution of the script. 

1 1 4. A computer program product for permitting a computer system to 

2 manage computer system resource, said computer program 

3 product comprismg: 

Q 4 a computer usable medium having computer readable program code 

^ 5 means embodied in said medium for causing an application 

m 6 program to execute on the computer graphics system, said 

m 7 computer readable program code means comprising: 

8 a computer readable first program code means for causing the 

s 9 computer system to generate a first command control 

fIjlO vector for a first input message, the first command control 

^11 vector identifying a method object that contains one or 

Si 2 more instructions for processing the first input message; 

13 a computer readable second program code means for causing the 

14 computer system to generate a second command control 

15 vector associated with a second input message, the second 

16 command control vector identifying the same method 

17 object identified by the first command control vector, the 

18 method object containing one or more instructions for 

19 processing the second input message; 

20 a computer readable third program code means for causing the 

21 computer system to process the first and second input 

22 messages using the single copy of the method object. 
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System and Method for Managing Computer System 
Resources Using Command Control Vectors 

Abstract 

A system, method and computer program product for processing multiple 
tasks using a single copy of a data object employs command control vectors 
(CCVs) for representing tasks. A CCV includes pointers to method objects that 
store instructions for processing tasks and pointers to data objects that store 
5 temporary data generated by execution of the method objects. A command 

p response manager manages a queue of CCVs. A separate CCV is generated for 

% each session thread. Multiple CCVs can point to the same method object so that 

only a single copy of a method object needs to be provided. In one embodiment, 
pi CCVs are used in a telecommunication network emulator, v^here each CCV 

510 points to a command response table method object that includes a variety of 

f responses for a variety of inputs. When a CCV points to a script invocation 

PJ within a command response table, the CCV includes a field for pointing to the 

5 invoked script, a field for pointing to a particular offset within the script and a 

field for pointing to a data object that stores data associated with execution of the 
15 script for the CCV. The temporary data object and the virtual instructions of the 

script form a virtual data object. 
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